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!ntroduction to Gyber"'Seburity

Note: l. Answer any FIW full questions, choosing ONE full question from eoch module.
2. M : Marks, L: Bloom's level , C: Cource outcomes.

Max. Marks: 100

Module5',1' M L C

Q.1 a. Define Cyber Crime.
Vandalism.

Briefly;4pilbin Techno Crime Techno 6 L2 col

b. Describe the classification qfn"$ffi Criminals. 6 L2 co1

c. Write short notes on : (i)falaritf'Attacks (ii) E-mail $poofing 8 L2 col
OR

Q.2 a. Define Spamming. Effin Spamming with an example. 6 t,2 col
b. Funishment for each of the

code of its
and routed

agarnst persqn social

6 L3 col

c. Define child Pornogaphy. Explain the steps thal the Pedophiles
operate with respect to -qhiffiornography offenses.

uqe*ll} 8 L2 co1

Module - 2

Q.3 2. List the categories of Vulnerabilities that the hackee tries to exploit in case

of a network-attack with a neat diagram
10 L2 co2

b. Define AttaclcVector. Describe the d'it'iereflt Attack vector diipibaches used

by Cyber Crilh,fulals for launching qp€r attacks.
10 L2 co2

',:.",. 0R
Q.4 a. Defttul$econnais sance.

foriextCIlr.

Desorib€ Active
.i..- i:llf

and Passive attacks with examples

.1:

10 L2 co2

b. Define Social Engifi&{fii. Describe ,,,,,,1hg,. classification of Social

,.pngineering and their igrphct. ,,,,r,,-

10 L2 co2

,"Jtriq' Module,- 3
Q.s a. Define Passwor(tr+ kacking. List theiggidelines to be followed by end users

to avoid pmi. a cracking. ,*:'i-..:'ue'

r0 L2 co3

b. List the'stlqps*to be taken by the.individuals in order avoid from being a

victim of DOS / DDOS attacks Explain.
l0 L2 co3

OR

Q.6 a. Define Key logger.
example for each.

B€'iciibe the classification of Key logger with an 10 L2 co3

b. Detine Trojan Horse and back doors. Iist the steps to be followed for
protecting against Trojan Horse and back doors.

l0 LI co3
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Mndrrle - 4
:1e. l'tr

Lfr7nAIA;r6" any five phishing techniques' fu,tfu,, - :: :: :i:.. ^:.F

10 L2 co4
Q.7 a.

10 L2 co4
b. List and describe the dittbrent types or pnmnmg suar&:*s** '

, := . .$ F

10 LZTCOT
Q.8 u

: ; 4E-l ::r I ^.o.ifi6rl 10 L2 co4
b. LiSt and desCribe the Clttterefi. t)pes Qt t-r6s,trrstr cuu rrvu -'*""|1.ffi*

personal information- .' 
--

t 
tt''

collecJion Phase'

ExPlain' - ;' - = =,,r'-, = ,r,,,-

fiol u21 co5
Q.e a.

l0 L2 co5

Q.r0

b. with a neat dtagrafll' expl-q.ffi'::legal ttameworK ror uryllil 'vrus've
docrrmentation. ' i

/tf)

a. iliit@-wise activitres / and the outputs o

Digital Forensics. 
i

f ^L^:- ^f ^rrolnd

l0 L2 co5

10 L2 co5
b. With a neat dipfii?rfiiand examprcs, expnrn#muuuusPr

in Digital Forbn$iOs- . 
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